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Internet of Things
“Recently, many people have 
asked me about the Internet of 
Things (IoT). I am tempted to say 
that, while I know a thing or two 
about the Internet, I don't know 
much about Things in general.”
– Jennifer Rexford

“Check with my under-undergraduate 
advisor, Dr. Seuss.”
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Fundamentally, it is about



WiFi-Honk!
Connected Roads

 Distracted pedestrians
 Smartphone: music, video, 

game, SMS, camera, ...
 Shut out external audio 

warning
 Automakers (Honda, 

Audi, GM, etc.) are 
investing big 

 Our Idea: Give alerts to 
smartphone using WiFi!



Vehicular Communication Protocol?

Protocol Range Mobility Deployment

DSRC < 1 Km > 60 Mph Expensive
Hard to retrofit

WiFi < 100 m < 5 Mph
Long association time
Unsuitable for Car2X 

communication

Cellular < 10 Km > 60 Mph Long association time



WiFi is Everywhere, But…

Client AP
WiFi Hotspot/Direct Mode

Active/Passive 
Scanning
Authentication 
Request
Authentication 
Response
Association Request

Association Response

2 to 3
seconds



WiFi Beacon Stuffing

Beacon
Interval

Time
Stamp SSID Supported

Rates
Capability

Info

Informatio
n

Element
BSSID

Geo 
Position Speed Direction of 

Travel

32 Bytes 6 Bytes



Inventory/Factory Safety



More Safety Applications



Finding People of Interest in a Crowd
with Their Names



A Cyber-Physical Cloud Example

 Coke production
 Connects the whole process of 

 Farming corns
 Manufacturing high fructose corn syrup and coke 
 Distribution 
 Retail centers 
 Social network
 Potential customers



Sensors in corn field monitors growing condition



Through local computing/connectivity, the system tells 
Irrigation system to water the corn



Field can tell facility to be prepared for more load 
such as more workers/machinery



Customer sentiments collected from social feed



Sample soda from that place  to find out 
route that soda took in the supply chain



Shows the supply chain: 
purchase, distribution, bottling plant, where the corn was grown,  



Identify the commonality of problem:
The bottling plant



Identify the commonality of problem:
The bottling plant



Identify the problem area within the plant:
One common machine



Identify the problem source and
Notify technician



Technician receives an alert for inspection



Customer at a retail store receives a data coupon



Customer can get a guide to find the product in the store



Customer can find the produce in the store



Retail store can see customers’ dwell time in the store



Risks and Challenges



Risks

 Privacy and Security 

 Model vs. Reality
 Real system, human, and adversary are 

NOT deterministic 
 Resiliency

 Environmental Impact - eSmog



Challenges/Opportunities

 Battery
 Energy efficiency/harvesting

 Verification of Software and Hardware
 Realistic models and proof of correctness

 Failover Strategies

 Incentivization of Social/User Participation



Challenges/Opportunities cont’d
 Tradeoff between Local vs. Global Architecture

 Cloud-Fog Interface

 Global configuration consistency during the 
interactions of local action

 Research Interactions 
 Network engineering and data science
 Architecture and algorithms
 HCI and user experience
 Economics and production process



Thank You!



Credits

 Potentially copyrighted material used 
under Fair Use. If you are the copyright 
holder and believe your material has been 
used unfairly, or if you have any 
suggestions, feedback, or support, please 
contact me
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