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Cyber-Physical Clouds

/lnvolving large scale of
analytics, storage, users...

Delay-sensitive, real-time decisions,
Data fusion/aggregation/computation in small scale



Fundamental
Research







'
T
ILx 4 . "‘"

74 L vy = 9
? ',/‘? ' m *ORE 1:‘

S s /L
¢ SRR AT DT

‘\ P,
/ nl' nil |

WAL /  “EDUCATION

£ SMART GRID - MARKETING Sgme. |
RETAIL : X TN SFINANCE

S+C> HEALTHCARE MANUFAQTURING. ><ARMIN<§3;_




"
Internet of Things

“Recently, many people have
asked me about the Internet of
Things (loT). | am tempted to say
that, while | know a thing or two
about the Internet, | don't know
much about Things in general.”
— Jennifer Rexford

“Check with my under-undergraduate
advisor, Dr. Seuss.”




|\'.'.il_

INTERNET




PEOPLE

ElS 1S THE
* INTERNET
e~ OF EVERYTHING
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Fundamentally, it is about

cOnhect



" A
WiFi-Honk!
Connected Roads

= Distracted pedestrians

o Smartphone: music, video, |
game, SMS, camera, ...

o Shut out external audio
warning

= Automakers (Honda,
Audi, GM, etc.) are
Investing big

s Our Idea: Give alerts to o
smartphone using WiFi! Q




Protocol Range Mobility Deployment

Expensive

SR <1Km > BB Hard to retrofit

Long association time
WiFi <100 m <5 Mph Unsuitable for Car2X
communication

Cellular <10 Km > 60 Mph Long association time



WiFi is Everywhere, But...
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WIiFi Beacon Stuffing
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Inventory/Factory Safety
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More Safety Applications




"
Finding People of Interest in a Crowd
with Their Names




A Cyber-Physical Cloud Example

= Coke production

o Connects the whole process of
= Farming corns
= Manufacturing high fructose corn syrup and coke
= Distribution
= Retall centers
= Social network
= Potential customers



Sensors in corn field monitors growing condition
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Through local computing/connectivity, the system tells
Irrigation system to water the corn
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Field can tell facility to be prepared for more load
such as more workers/machinery

Dashboard

National View Fertilizer: NaOH =2 Pesticides: 26 Crop Futures: Open - 714, High - 720, Low - 710 Fuel: 26%

Increased corn production - =8 = ! —
£y = T . -
& due to favorable weather. L L i T —

Plants #786 and #954
notified to prepare for
higher production.

Optimized
Growing Acreage

Percent

Corn
Soybeans
| Wheal
Barley
| Fallow

| None

[V show Facilities

CWianalytics Copyright 2013 Conglomerated World Industries



Customer sentiments collected from social feed

Dashboard

Consumer R_eortlng Dlanosﬂc Social Feed

Tweels less than one week old

Issac Feldman June 23
f Geared up for a greatl weekend
— Got my casa of CWI Cola. No
need for anything else

ArJakeman @ArnJakeman
June 23

Sorry #cwiCola, this can is just
too flat for me. #wishingforfizz
#bubblemeup

CWI Cola Fan @cwi_cola_fan
June 22

#cwiCola on the rocks? [Flickr]
hitp /ibit ly[YLDKSG

Michelle Stanton @MinnyMe
June 22

Drove all the way up the coast
with a flat CWI Cola #sadcola
#thirstynow

Angelic @angelic_traveler June
21

I love CWI Cola and all the
pleasures it brings me -
especially with fries #Fcwicolaluv

CWianalytics Copyright 2013 Conglomerated World Industries
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Sample soda from that place to find out
route that soda took in the supply chain
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purchase, distribution, bottling plant, where the corn was grown,

Shows the supply chain:

Dashboard

Product Diagnostic

El Waiting for product scan

£33
ﬂ';"—
CV}{J;

_—

Bottle of Cola
1D #23412, Batch #65535

€ Mining Facility
0 Receiving Facility

0 Agricultural Source
©) Retail Outlet

) sottiing Facility

(™ Manutacturing Plant
@ Distribution Center

CWianalytics Copyright 2013 Conglomerated World Industries
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ldentify the commonality of problem:

The bottling plant

Dashboard

Product Dla_g_nostlc

EI Waiting for product scan

- £
Q)

Bottle of Cola
ID #53412, Batch #43255

@ Mining Facility
0 Receiving Facility
0 Agricultural Source
© Retail Outiet

0 Bottling Facility

(® Manufacturing Plant
@ Distribution Center

CWianalytics Copyright 2013 Conglomerated World Industries
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ldentify the commonality of problem:

The bottling plant

Dashboard

Product Diagnostic

E’ Waiting for product scan
=]

i W/

Bottling Facility

Plant #786 e 3
Chattanooga, TN -_—
s Bottle of Cola

ID #53412, Batch #43255

@ Mining Facility
0 Receiving Facility

) Agricuitural Source
©) Retail Outlet

@) Bottiing Facility

(™ Manutacturing Plant
@ Distribution Center

CWianalytics Copyright 2013 Conglomerated World Industiries
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ldentify the problem area within the plant:

One common machine

Dashboard

Consumer Reporting Diagnostic

d Legend

£ B cam
TW/,

b |D#: 23412

- N .. Batch# 65535

) B can2
=

cwW/,

& o

. ID#: 53412
e Batch#: 43255

CWianalytics Copyright 2013 Conglomerated Worid Industries



|dentify the problem source and
Notify technician

Dashboard

Consumer Reporting Diagnostic

Conveyor Tunnei Machine #10

Notlify Technician

@ Motion Sonsorn
UMrasonic Sansor

CWianalytics Copyright 2013 Conglomerated World Industries



Technician receives an alert for inspection

[ ——————

Bottling Facility Plant #786 |
Alert
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Customer at a retail store receives a data coupon

Welcome to CWI Grocery
Outlet #294

Would you like 100MB of free data

added to your cellular phone
account?

P N ——
Cancel View Offer

T
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Customer can get a guide to find the product in the store

100MB Added To Your
Account

Would you like to find CWI Cola in

CWI Grocery Outlet #2947

Cancel Yes
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Customer can find the produce in the store

CWIMobhile 10:48 AM 3

Back CWI Grocery Outlet #294

ROCERY OUTLET
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Retail store can see customers’ dwell time in the store

gm ]

Store #2904 I — - Map

| Satellite | Terrain

Analyties | Reporting | Archiving o I3 | o4

Rules - B =

June 2013 v

Path v

Annotations v
Zones v

Filters v

Analysis

Advanced v

Type Dwell Times [+




Risks and Challenges



Risks

= Privacy and Security

= Model vs. Reality

o Real system, human, and adversary are
NOT deterministic

o Resiliency

= Environmental Impact - eSmog



Challenges/Opportunities

= Battery
o Energy efficiency/harvesting

= Verification of Software and Hardware
o Realistic models and proof of correctness

= Failover Strategies

= Incentivization of Social/User Participation



Challenges/Opportunities cont’d

s [radeoff between Local vs. Global Architecture

s Cloud-Fog Interface

= Global configuration consistency during the
Interactions of local action

= Research Interactions
o Network engineering and data science
a Architecture and algorithms
o HCI and user experience
o Economics and production process



Thank You!



Credits

= Potentially copyrighted material used
under Fair Use. If you are the copyright
holder and believe your material has been
used unfairly, or if you have any
suggestions, feedback, or support, please
contact me



"
Snapchat Settles With FTC After Being Dishonest With
Users About Privacy

Jordan Crook | @jordanrcrook

| =
we FENN o [T o6 | W Tweet 208

Snapchat has entered into a consent decree with the FTC to address concerns
over the company’s privacy policy, app description, and in-app notifications after
the ephemeral messaging service was at the center of a huge data breach last
year, exposing 4.6 million usernames and phone numbers.

According to the FTC, the security breach was in direct contradiction to promises
made by the service around security and disappearing messages.

FTC Chairwoman Edith Ramirez had this to say:

Snapchat’s failure to secure its Find Friends feature resulted in a security
breach that enabled attackers to compile a database of 4.6 million Snapchat
usernames and phone numbers.”
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